Web Application Penetration Testing. Course preview. Curriculum1.85.0; syllabus 1.24.0.
PDF presentation 1.0. 2.

Structured HTM.:
https://hackermartin. coni courses/web-application-penetration-testing/syllabus. This PDF
has no screen-reader docunent tags or interactive links. Full accessibility and | earner
testing are still pending.

Web Application Penetration Testing

Course preview. Browse the syllabus and try the separate practice course. Purchase and
| earner enroll ment are not open.

Ternms used on this page: Hypertext Transfer Protocol (HTTP) is the request-and-response

| anguage between a browser and a web service. Artificial intelligence (Al) neans automated
generated hel p; retrieval -augnented generation (RAG is Al help using selected source
material. These aids are excluded during i ndependent assessment.

Syl labus 1.24.0; curriculum1.85.0. 43 |l essons and 34 gui ded practices.

Begin with BEST BCI D: Baseline, Change, Conpare, Interpret, Document. Learn request and
evi dence reasoni ng, investigate controlled boundaries, report findings and preserve usefu
functions when retesting corrections.

Entry gui dance: basic computer use, reading HITP requests and responses, and perm ssion to
work only within the supplied fictional scope. BEST BCI D teaches the conparison nethod

bef ore domai n-specific investigation. Study recommendati ons do not waive |ab

aut hori zati on.

Work through instruction, worked exanples, explained formative checks, guided, sen -guided
and blind formative work, integrated reporting, then the independent assessnent rehearsal
Blind formative work is not an independent exam Al/RAG hints and formative practice are
excl uded during an independent attenpt. Lesson conpl etion checks and saved observation
records are ungraded.

Begi nner start and useful feedback

Read the first BCID | esson, then open its reading-card practice in the separate practice
course. Select Ada and own-card for a useful baseline, then other-card to change

owner shi p. Read the response status, the naned card owner and the marker (a distinctive
value in the card) together. Conpare corrected denial with corrected own-card success;
denying everything is not a useful correction
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Worked formative interpretation: if the sane supplied actor receives the other owner’s
mar ker after only the object changes, the observation contradicts own-only policy. It
supports a finding about perm ssion checks in this controlled exercise; it does not
establish real login or browser behavior

Explore is tenporary. Record collects again and saves a saved observation record (a
recei pt) that cannot be overwitten; cite its actual identifier, request, response and
context. Start again retains prior evidence and creates a fresh run. If evidence is

i nconpl ete, say what is unknown and whi ch authorized conpari son would resolve it.
Formati ve feedback explains the policy and mssing conparison; filling every field does
not establish the quality of your report.

In the linked HTML syl | abus, open a nmodul e heading to read its outcones, |essons and
practice inventory. The starting nodul e opens first; nodule |inks open their target.
Wthout scripts all details start open. This PDF lists all nodul e details bel ow
Ordered topics and status-1|abel ed | abs

Al'l 34 guided practices appear under their instructional module. Ofline workbooks often
overl ap these exercises rather than addi ng new i ndependent | abs. Exercises use controlled
targets or supplied records. Their limtations explain which observations they support; do
not infer behavior on real accounts or other systens.

BEST BCI D net hod

HTTP session |ifecycle

Aut hori zati on boundari es

Browser security boundaries

DOM i nput and text boundari es

Recovery authority

Content di scovery evidence

Aut hentication authority

HTTP aut henti cation evi dence

I nput interpretation

Trusted reconstruction
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Conti nui ng channel authority

Graph@Q. resol ver boundaries

REST request and response boundari es

LLM tool and data boundaries

Resol ved fil e contai nment

File upl oad storage and retrieval

Server-side destination boundaries

XM. parser entity boundaries

JWI trust and application clains

QAut h and Openl D Connect transaction boundaries

TLS and HTTPS assessnent basics

I nt egrat ed engagenment and evi dence reporting

Course overview. /courses/web-application-penetration-testing

Cour se description and intended audi ence

Learn to investigate web application security using BEST BCID. Baseline, Change, Conpare,
Interpret, Docurment. Study how sessions, authentication, authorization, browser behavior
i nput handling, APlIs and transport trust affect what an application pernmits. Compare
expected policy with observed behavior in original controlled activities, docunment

evi dence and uncertainty, and check that a correction preserves legitimte use. Practice
conbi nes isol ated exercises, simnmulations and reasoning fromsupplied records. These
formats teach different parts of an investigation; they are not interchangeabl e evidence

of practical conpetence.

Aspiring web application penetration testers who can already navigate a browser and read a
basi ¢ HTTP request.

Application devel opers and application security practitioners learning to test trust
boundari es and expl ai n reproduci bl e findings.
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Security anal ysts and defenders who want to interpret web testing evidence and verify the
limts of a reported finding.

Prerequi sites

Use a browser, files and a termnal at a beginner |evel; individual practical guides
explain their setup and commands.

Recogni ze a URL, HTTP met hod, request, response and status code; review introductory HTTP
material first if these are unfamiliar

Understand that testing requires authorization and a defined scope; use only the supplied
isolated training targets.

No prior QAuth, Graph@ or certificate-analysis expertise is assuned; the associated
| essons introduce their ternms before practi ce.

Equi prent and trai ni ng format

Browser, terminal and local files. Individual isolated practical guides specify Python,
browser or QpenSSL requirenents; no paid cloud account is required by this outline.

Sel f - paced | essons and ungraded practice in a separate preview course.
Career context and expected effort

This course introduces web testing and application security. It does not award an
enpl oyment or governnent qualification

No pilot-grounded course duration is avail able yet.
Price and availability
St andard di spl ayed price: $349 USD. Purchase disabl ed.

I ndi vi dual access will last 183 days when the course is released. Browsing this preview
does not begin that access period.

Purchase and | earner enroll ment are not open. Browse this syllabus without signing in
Partner discounts and bundl es have separate terns.

1. BEST BCI D net hod

1 lesson; 1 managed practice; controlled preview
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Lesson outconmes and practice

Qut cones

Apply Basel i ne, Change, Conpare, Interpret, Docunent before technical Wb practice.
Separ ate observations, interpretation and conpletion from assessed conpetence

Topi cs

BEST BCID for Wb investigations: Apply Baseline, Change, Conpare, Interpret, Document
before technical Wb practice; Separate observations, interpretation and conpletion from
assessed conpet ence.

Practice inventory

Study BEST BCI D net hod t hrough these original |essons and evi dence objectives.
Recommended preparation: Course prerequisites bel ow

BEST BCI D: conpare fictional reading cards

Control Il ed practice; saved observation records cannot be overwitten and are not graded.
Execut abl e i sol ated i n-process HITP readi ng-card comnpari sons

Prerequi sites: web-best-bcid-net hod

Modes: gui ded, sem -guided, blind, retest

Limts: Fixture identity is supplied, not authenticated; no browser, network or production
assurance

Task: apply BEST BCID to the stated boundary, docunent conparisons and check useful
retests within the supplied scope.

2. HTTP session |ifecycle

1 lesson; 1 managed practice; controlled preview
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Lesson outconmes and practice

Qut cones

Di stingui sh browser cookie renmpval from server-side session invalidation

Separate cached display fromfresh authenticated server evidence

Build a controll ed session-lifecycle conparison and bounded retest.

Topi cs

HTTP sessions: |ogout, fresh requests and cached displays: Distinguish browser cookie
renoval from server-side session invalidation; Separate cached display fromfresh

aut henti cated server evidence; Build a controlled session-lifecycle conparison and bounded
retest.

Practice inventory

Study HTTP session lifecycle through these original |essons and evi dence objectives.

Recommended preparation: BEST BCID and the preceding topics in this outline; this is
gui dance, not an enrollnent restriction

HTTP sessions: |ogout, fresh requests and cached displ ays
Control |l ed practice; saved observation records cannot be overwitten.
Fi xed i n-process synthetic session observations

Prerequisites: BEST BCI D and this nodule’s instruction; study gui dance, not an adm ssion
gate

Modes: gui ded, sem -guided, blind fornmative, retest

Limts: Two fictional accounts and three fixed observati on nodes. Fresh replay, cached

di spl ay and no-credential conparisons with corrected retest are synthetic formative

evi dence; no native HITP/ browser execution, real credentials, concurrency or other-device

val i dati on.

Task: apply BEST BCID to the stated boundary, docunent conparisons and check useful
retests within the supplied scope.
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Earlier exercises —not available in the practice course

Alternate collection paths and historical activities overlap the instruction; they are not
addi ti onal managed | abs.

HTTP sessions: |ogout, fresh requests and cached di spl ays
Not available in the practice course.
Suppl i ed-record sinul ation

Limts: Conpare fresh | ogout replay with cached display and a no-credential control; no
browser, cookies or HITP execution

Preparation: read BEST BCID and this nmodul e’ s | essons, then state the expected policy
bef ore choosi ng supplied conparisons. Use only the fictional inputs described in the
exerci se instructions.

3. Authorization boundaries

4 | essons; 1 managed practice; controlled preview

Lesson outconmes and practice

Qut cones

Separate aut hentication, object ownership, role and tenant policy.

Choose approved identities and controls before nodi fying a request.

Denonstrate a bounded horizontal access-control failure.

Di stingui sh a guessable identifier from m ssing object authorization

Separate object-1level access fromperm ssion to performa function

Verify state-changing inmpact with positive and negative controls.

Produce reproduci ble B-CI D evidence with bounded i npact.

Ret est the deni ed operati on while preserving approved behavi or
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Topi cs

Buil d an authorization test matrix: Separate authentication, object ownership, role and
tenant policy; Choose approved identities and controls before nodi fying a request.

Test object references with controlled conpari sons: Denpnstrate a bounded horizonta
access-control failure; Distinguish a guessable identifier from m ssing object

aut hori zati on.

Test privileged functions and tenant boundaries: Separate object-level access from

perm ssion to performa function; Verify state-changing inpact with positive and negative
control s.

Wite an access-control finding and a defensible retest: Produce reproducible B-CID

evi dence with bounded i npact; Retest the denied operation while preserving approved
behavi or.

Practice inventory

Study Aut horization boundaries through these original |essons and evi dence objectives.

Recommended preparation: BEST BCID and the preceding topics in this outline; this is
gui dance, not an enrollnent restriction

Access control: owners, roles and tenants
Control l ed practice; saved observation records cannot be overwitten and are not graded.
Execut abl e i sol ated in-process HITP invoi ce authorization conpari sons

Prerequi sites: web-best-bcid-nmethod, web-access-policy, web-idor-conparison
web-r ol e-and-functi on, web-access-report-retest

Modes: gui ded, sem -guided, blind, retest
Limts: No production identity, browser, concurrency or exhaustive route assurance

Task: apply BEST BCID to the stated boundary, docunent conparisons and check useful
retests within the supplied scope.

Earlier exercises —not available in the practice course

Alternate collection paths and historical activities overlap the instruction; they are not
addi ti onal managed | abs.
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Access control: owners, roles and tenants
Not available in the practice course.
Execut abl e i sol ated WA fi xture

Limts: Conpare owner, role, tenant and refund state; fixture identities are supplied;
browser, TLS or production authentication

Preparation: read BEST BCID and this nodule’s | essons, then state the expected policy
bef ore choosi ng supplied conparisons. Use only the fictional inputs described in the
exerci se instructions.

4. Browser security boundaries

4 | essons; 1 managed practice; controlled preview

Lesson out cones and practice

Qut cones

Separate origin, site and cookie delivery before interpreting a cross-site request.

Descri be what a server trace can establish and what requires browser evidence.

Establ i sh a bounded aut henti cated state-changi ng request w thout confusing response
readability.

Ret est sessi on-bound tokens, origin checks and legitimte use.

Di stingui sh server authorization from browser perm ssion to expose a response.

Eval uate exact origins and credential ed-response controls w thout overstating inpact.
Di stingui sh enbeddability froma denonstrated uni ntended user action

Test fram ng headers while preserving all owed navigation

Topi cs

no

Oigins, sites and credential delivery: Separate origin, site and cookie delivery before

interpreting a cross-site request; Describe what a server trace can establish and what
requi res browser evidence.
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CSRF: verify the state change and the request defense: Establish a bounded authenticated
st at e- changi ng request w thout confusing response readability; Retest session-bound

t okens, origin checks and legitimte use.

CORS: response sharing is a separate boundary: Distinguish server authorization from
browser permnission to expose a response; Evaluate exact origins and credenti al ed-response
controls without overstating inpact.

Cickjacking: fram ng perm ssion and user interaction: Distinguish enbeddability froma
denonstrat ed uni ntended user action; Test fram ng headers while preserving all owed

navi gati on.

Practice inventory

Study Browser security boundaries through these original |essons and evi dence objectives.

Recommended preparation: BEST BCID and the preceding topics in this outline; this is
gui dance, not an enrollnent restriction

Browser boundaries: requests, reads and frames
Control l ed practice; saved observation records cannot be overwitten and are not graded.
Execut abl e i sol ated i n-process HITP browser-boundary conpari sons

Prerequi sites: web-best-bcid-nmethod, web-origin-site-credentials, web-csrf-state-change,
web- cor s-response-readi ng, web-fram ng-and-retest

Modes: gui ded, sem -guided, blind, retest
Limts: No production identity, browser, concurrency or exhaustive route assurance

Task: apply BEST BCID to the stated boundary, docunent conparisons and check useful
retests within the supplied scope.

Fi xed browser exercises

Alternate collection paths and historical activities overlap the instruction; they are not
addi ti onal managed | abs.

CORS reads and fram ng conpari sons

Separate | ocal exercise; observations are not saved to your course notebook
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Fi xed original browser fixture / optional native harness

Limts: Executable |oopback fixture responses; native browser harness separate. Sane-site
origins only; no cross-site cookie, CSRF, production session or TLS proof.

Preparation: read BEST BCID and this nodule’s | essons first. Local workbook exercises
require their own setup guide; a syllabus listing does not |aunch them

Earlier exercises —not available in the practice course

Alternate collection paths and historical activities overlap the instruction; they are not
addi ti onal managed | abs.

Browser boundaries: requests, reads and frames
Not available in the practice course.
Execut abl e isolated WA fixture

Limts: Conpare server state, response and headers. Browser readability, fram ng and
cooki e delivery are unnmeasured by this provider

Preparation: read BEST BCID and this nmodul e’ s | essons, then state the expected policy
bef ore choosi ng supplied conparisons. Use only the fictional inputs described in the
exerci se instructions.

5. DOMinput and text boundaries

3 lessons; 1 managed practice; controlled preview

Lesson outconmes and practice

Qut cones

Trace query/fragnent input through decoding to a DOM operation

Di stingui sh source controllability, markup interpretation and script execution

Use a benign execution nmarker w thout accessing accounts or external targets.

Avoi d equating HTM. insertion, script tags and actual event execution

Retest a text sink with both the original marker and ordi nary names.
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Docurent decodi ng/ context limts and map unfamliar evidence to an i ndependent task.

Topi cs

Trace browser input fromsource to sink: Trace query/fragment input through decoding to a
DOM operation; Distinguish source controllability, markup interpretation and script
execution.

Separate HTM. interpretation fromexecutable effects: Use a benign execution narker

Wi t hout accessing accounts or external targets; Avoid equating HTM. insertion, script tags
and actual event execution.

Fix the sink and preserve intended display: Retest a text sink with both the origina

mar ker and ordi nary nanmes; Docunent decodi ng/context limts and map unfamliar evidence to
an i ndependent task.

Practice inventory

Study DOM i nput and text boundaries through these original |essons and evi dence
obj ecti ves.

Recommended preparation: BEST BCID and the preceding topics in this outline; this is
gui dance, not an enrollnent restriction

DOM sources, markup and beni gn execution: supplied-nodel conparisons
Control |l ed practice; saved observation records cannot be overwitten.
Fi xed suppl i ed- nodel DOM observati ons

Prerequisites: BEST BCI D and this nodule’s instruction; study gui dance, not an adm ssion
gate

Modes: gui ded, sem -guided, blind fornmative, retest

Limts: Three fixed supplied cases with query/fragnment conparisons and useful display,
mar kup and beni gn marker controls. Synthetic formative observations; no native browser
execution or |earner-collected browser evidence. This activity has not yet been tested

with | earners or assistive technol ogy.

Task: apply BEST BCID to the stated boundary, docunent conparisons and check useful
retests within the supplied scope.
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Fi xed browser exercises

Alternate collection paths and historical activities overlap the instruction; they are not
addi ti onal managed | abs.

DOM source and sink conpari sons

Separate | ocal exercise; observations are not saved to your course notebook

Fi xed original browser fixture / optional native harness

Limts: Twelve fixed query/fragnent and initial/corrected sink cases. Local benign narker
only; no arbitrary payl oad, account inpact, Trusted Types or multi-browser proof. These

observati ons do not establish behavior on anot her host.

Preparation: read BEST BCID and this nodule’s | essons first. Local workbook exercises
require their own setup guide; a syllabus listing does not |aunch them

Auxi |l iary evidence exercises

Alternate collection paths and historical activities overlap the instruction; they are not
addi ti onal managed | abs.

DOM predi cti on and observati on wor ksheet

Local wor kbook exercise; observations are not saved to your course notebook

Enpty wor ksheet

Limts: Six enpty rows per selected source; preparation executes no browser and collects
no evi dence. Browser observations nust be recorded separately; no automatic grade or

nmanaged recei pt.

Preparation: Read the DOM source/sink | essons; recogni ze URL query/fragment and plain
text. Record observations separately in the supplied browser fixture.

6. Recovery authority

2 lessons; 1 managed practice; controlled preview
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Lesson outconmes and practice

Qut cones

| sol ate account binding, expiry and single-use recovery boundari es.

Support a bounded finding with state evidence and fresh controls.

Di stingui sh reset request, recipient delivery, victimaction and usable account authority.
Conpare a requester Host with configured reset authority using fixed |ocal controls.
Docurment a correction with legitimte recovery and account-specific session retests.

Topi cs

Test recovery authority and lifecycle: |Isolate account binding, expiry and single-use
recovery boundaries; Support a bounded finding with state evidence and fresh controls;

Di stingui sh reset request, recipient delivery, victimaction and usable account authority;
Conpare a requester Host with configured reset authority using fixed |ocal controls;
Docurment a correction with legitimte recovery and account-specific session retests.

Trace reset-link authority fromrequest to fresh login: Distinguish reset request,

reci pient delivery, victimaction and usable account authority; Conpare a requester Host
with configured reset authority using fixed |local controls; Document a correction with
legitinmate recovery and account-specific session retests.

Practice inventory

Study Recovery authority through these original |essons and evidence objectives.

Recomended preparation: BEST BCID and the preceding topics in this outline; this is
gui dance, not an enrollnent restriction

Reset-link authority: isolated HTTP and nodel ed reci pi ent conpari sons
Control l ed practice; saved observation records cannot be overwitten.
Execut abl e i solated HTTP reset authority fixture

Prerequisites: BEST BCI D and this nodule’s instruction; study gui dance, not an adm ssion
gate

Modes: gui ded, sem -guided, blind formative, retest
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Limts: Menber-a only in an original disposable in-process HITP fixture. Recipient action

is nodel ed; no real emmil, M-A or browser delivery. Conpare original and corrected reset
aut hority, session/login observations and legitimte recovery control. Formative receipts
do not attest every session, independently denonstrated skill or full course conpletion

Task: apply BEST BCID to the stated boundary, docunent conparisons and check useful
retests within the supplied scope.

Al t er nat e st andal one wor kbooks

Alternate collection paths and historical activities overlap the instruction; they are not
addi ti onal managed | abs.

Reset authority
Local wor kbook exercise; observations are not subnmitted to your course notebook
Executabl e fixture with sinulated conponents

Limts: Flask requests execute; victimlink opening/capture nodeled, no mail or browser
action.

Preparation: read BEST BCID and this nmodule’s | essons first. Local workbook exercises
require their own setup guide; a syllabus listing does not |aunch them

Earlier exercises —not available in the practice course

Alternate collection paths and historical activities overlap the instruction; they are not
addi ti onal managed | abs.

Recovery authority: controlled |lifecycle conparisons
Not available in the practice course.
St at e- machi ne sinul ati on

Limts: Conpare account binding, clock, replay and credential counters; synbolic
references are not real tokens, email or password changes.

Preparation: read BEST BCID and this nodule’s | essons, then state the expected policy

bef ore choosi ng supplied conparisons. Use only the fictional inputs described in the
exercise instructions.
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7. Content discovery evidence

2 lessons; 2 managed practices; controlled preview

Lesson outconmes and practice

Qut cones

Conpare public, absent and authorized controls before claimng protected disclosure.
Separate delivered bytes from HEAD netadata and redirect destinations.

Retest a correction with fresh |ineage and retained |egitimnmte access.

Di stingui sh HTTP authority routing from DNS and TLS evi dence.

Use absent-nane controls before interpreting a di scovered representation.

Ret est authorization while preserving public and staff access.

Topi cs

Deci de what a di scovery response proves: Conpare public, absent and authorized controls
before claimng protected di sclosure; Separate delivered bytes from HEAD net adata and
redirect destinations; Retest a correction with fresh lineage and retained legitinnate
access; Distinguish HITP authority routing from DNS and TLS evi dence; Use absent-nane
controls before interpreting a discovered representation; Retest authorization while
preserving public and staff access.

Di scover site boundaries and retest roster authorization: Distinguish HITP authority
routing from DNS and TLS evi dence; Use absent-name controls before interpreting a

di scovered representation; Retest authorization while preserving public and staff access.
Practice inventory

Study Content discovery evidence through these original |essons and evi dence objectives.

Recomended preparation: BEST BCID and the preceding topics in this outline; this is
gui dance, not an enrollnent restriction

Virtual -host routing: evidence and authority

Controlled practice in the separate practice course.
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Execut abl e i solated fixture

Prerequisites: BEST BC D and this nodul e’ s instruction; study gui dance, not an adm ssion
gate

Modes: gui ded, sem -guided, blind formative, retest

Limts: In-process HITP host routing; fictional authority and fixed requests, no DNS or
listener.

Task: apply BEST BCID to the stated boundary, docunent conparisons and check useful
retests within the supplied scope.

HTTP di scovery: observed bodi es and authorization controls
Controlled practice in the separate practice course.
Execut abl e isolated fixture

Prerequisites: BEST BCID and this nodule's instruction; study gui dance, not an adm ssion
gate

Modes: gui ded, sem -guided, blind formative, retest

Limts: In-process HITP di scovery conpari sons; observed bodi es and aut horization controls,
no external target.

Task: apply BEST BCID to the stated boundary, docunent conparisons and check useful
retests within the supplied scope.

Al t er nat e st andal one wor kbooks

Alternate collection paths and historical activities overlap the instruction; they are not
addi ti onal managed | abs.

Di scovery wor kbook
Local wor kbook exercise; observations are not subnmitted to your course notebook
Execut abl e isolated fixture

Limts: Fixed in-process routes; not a general scanner or external enuneration
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Preparation: read BEST BCID and this nmodule’s | essons first. Local workbook exercises
require their own setup guide; a syllabus listing does not |aunch them

Virtual hosts

Local wor kbook exercise; observations are not subnmitted to your course notebook
Execut abl e isolated fixture

Limts: WBA hostnane routing; no DNS, SNI, TLS, proxy or real identity validation.

Preparation: read BEST BCID and this nodule’s | essons first. Local workbook exercises
require their own setup guide; a syllabus listing does not |aunch them

Auxi |l i ary evidence exercises

Alternate collection paths and historical activities overlap the instruction; they are not
addi ti onal managed | abs.

Di scovery request and response capture
Local wor kbook exercise; observations are not saved to your course notebook
Executabl e isolated fixture with sinulated actors

Limts: Seven fixed in-process Wod exchanges; supplied role headers are not authenticated
identities. No wire, TLS, proxy or browser evidence.

Preparation: Read the discovery workbook first; recogni ze GET/ HEAD, response bodi es,
supplied actors and the expected route policy. Scope inventory additionally requires the
enumer at i on wor kbook.

Finite route enuneration

Local wor kbook exercise; observations are not saved to your course notebook

Executabl e i solated fixture with sinulated actors

Limts: Seven supplied routes, GET/HEAD and absent controls; no arbitrary wordli st,
scanner, network or conpl eteness claim

Preparati on: Read the discovery workbook first; recognize GET/ HEAD, response bodi es,

supplied actors and the expected route policy. Scope inventory additionally requires the
enuner at i on wor kbook.
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One-vari abl e di scovery conpari sons
Local wor kbook exercise; observations are not saved to your course notebook
Executabl e isolated fixture with sinulated actors

Limts: Thirteen fixed in-process request conparisons; no arbitrary URL/payl oad,
nor mal i zati on- bypass or authentication proof.

Preparation: Read the discovery workbook first; recognize GET/ HEAD, response bodi es,
supplied actors and the expected route policy. Scope inventory additionally requires the
enuner ati on wor kbook.

Scoped di scovery evidence inventory

Local wor kbook exercise; observations are not saved to your course notebook

Executabl e isolated fixture with sinulated actors

Limts: Forty-two in-process observations from si x bounded runs; blank interpretation
fields require | earner reasoning. Redirect destinations and real application conpleteness
remai n untested

Preparation: Read the discovery workbook first; recognize GET/ HEAD, response bodi es,
supplied actors and the expected route policy. Scope inventory additionally requires the
enuner ati on wor kbook.

Earlier exercises —not available in the practice course

Alternate collection paths and historical activities overlap the instruction; they are not
addi ti onal managed | abs.

Cont ent di scovery: evidence before inpact
Not available in the practice course.
Suppl i ed-record simnul ation

Limts: Conpare fixed fictional bytes, soft-404 controls, HEAD and unfoll owed redirects;
no HTTP execution or scanner

Preparation: read BEST BCID and this nodule’s | essons, then state the expected policy

bef ore choosi ng supplied conparisons. Use only the fictional inputs described in the
exercise instructions.
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HTTP di scovery: observed bodi es and authorization controls
Not available in the practice course.
Execut abl e i solated WA fixture

Limts: Conpare seven actual in-process exchanges with supplied actor headers; no
authenticated identities, network or redirect follow ng.

Preparation: read BEST BCID and this nodule’s | essons, then state the expected policy
bef ore choosi ng supplied conparisons. Use only the fictional inputs described in the
exerci se instructions.

Virtual -host routing: evidence and authority

Not available in the practice course.

Execut abl e i sol ated WA fi xture

Limts: Conpare four fixed hosts and roster policy; supplied role headers, no DNS, SN,
TLS or real authentication.

Preparation: read BEST BCID and this nmodul e’ s | essons, then state the expected policy
bef ore choosi ng supplied conparisons. Use only the fictional inputs described in the
exerci se instructions.

8. Authentication authority

1 lesson; 1 managed practice; controlled preview

Lesson outconmes and practice

Qut cones

Di stinguish identity recognition fromverified private-resource authority.

Ret est renewal revocation while preserving legitimte access and account identity.

Separate sequential synbolic-authority evidence fromthe disposable HITP fixture and state
t he boundary each supports.
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Topi cs

Conpar e pending, verified and renewed authority: Distinguish identity recognition from
verified private-resource authority; Retest renewal revocation while preserving legitimte
access and account identity; Separate sequential synbolic-authority evidence fromthe

di sposabl e HTTP fixture and state the boundary each supports.

Practice inventory

Study Authentication authority through these original |essons and evi dence objectives.

Recomended preparation: BEST BCID and the preceding topics in this outline; this is
gui dance, not an enrollnent restriction

Pendi ng, verified and renewed authority: synbolic conparisons
Control l ed practice; saved observation records cannot be overwitten.
Sequential symbolic authentication authority node

Prerequisites: BEST BCI D and this nodul e’ s instruction; study guidance, not an adm ssion
gate

Modes: gui ded, sem -guided, blind formative, retest

Limts: Fixed fictional identities and supplied factor result; sequential private-read and
renewal conparisons only. No actual password, MA, cookie, HITP, browser, timng,
concurrency or takeover validation. Single-reference fixture |ogout does not establish
BEST account -w de | ogout behavior. Formative receipts are ungraded; independent assessnent

excludes this practice and Al/RAG

Task: apply BEST BCID to the stated boundary, docunent conparisons and check useful
retests within the supplied scope.

9. HITP aut hentication evidence

3 lessons; 3 managed practices; controlled preview
Lesson outconmes and practice

Qut cones

Conpar e pending and verified HTTP private access with controls.
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Verify renewal and account revocation wthout inferring real M-A or takeover.

Di stingui sh recipi ent-channel authorization from chall enge/session verification

Conpare cross-recipient denial, legitinmate delivery, one-use consunption and exact expiry.
Docurent nodel ed private-read evi dence wi thout claimng i ndependent factor possession
Separ ate channel change fromverified private authority.

Conpar e queued and al ready-delivered challenge retirement with useful access.

Docurent rebi nding and recovery separately with honest assurance limts.

Topi cs

Col I ect HTTP aut hentication boundary evi dence: Conpare pending and verified HTTP private
access with controls; Verify renewal and account revocation without inferring real M-A or
t akeover.

Separate chall enge verification fromrecipient delivery: D stinguish recipient-channe

aut hori zati on from chal |l enge/ session verification; Conpare cross-recipient denial
legitimate delivery, one-use consunption and exact expiry; Docunment nodel ed private-read
evi dence wi thout claimng i ndependent factor possession

Retire old recipient authority during rebinding and recovery: Separate channel change from
verified private authority; Compare queued and al ready-delivered challenge retirenent with
useful access; Docunent rebinding and recovery separately with honest assurance limts.
Practice inventory

Study HTTP aut hentication evidence through these original |essons and evidence objectives.

Recomended preparation: BEST BCID and the preceding topics in this outline; this is
gui dance, not an enrollnent restriction

HTTP password, challenge, renewal and | ogout conpari sons
Control l ed practice; saved observation records cannot be overwitten.
Execut abl e i sol ated HTTP aut hentication fixture

Prerequisites: BEST BCI D and this nodul e’ s instruction; study gui dance, not an adm ssion
gate
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Modes: gui ded, sem -guided, blind formative, retest

Limts: Oiginal disposable in-process HITP fixture for both fictional menbers: pending,
renewal , account |ogout and credential |ockout. Fixed sanitized observations and corrected
retests; no real MA delivery, browser or live account testing. Formative receipts do not

establ i sh i ndependently denonstrated skill, full course conpletion or certification

Task: apply BEST BCID to the stated boundary, docunent conparisons and check useful
retests within the supplied scope.

Reci pi ent delivery and challenge verification conparisons

Control l ed practice; saved observation records cannot be overwitten.

Execut abl e i sol ated recipient capability nodel with WeA@ verification

Prerequi sites: BEST BCI D, HITP authenticati on boundary and recipient binding instruction
Modes: gui ded, sem -guided, blind formative, retest

Limts: In-process recipient capability simulation and WSG verification only; no
i ndependent device, mail box, browser, factor recovery, conpetence or rel ease validation

Task: apply BEST BCID to the stated boundary, docunent conparisons and check useful
retests within the supplied scope.

Reci pi ent rebinding and recovery |ifecycle conparisons
Control l ed practice; saved observation records cannot be overwitten and are not graded.
Execut abl e i solated in-process Wod recipient |ifecycle comparisons

Prerequi sites: web-best-bcid-nethod, web-authentication-http-boundary,
web- aut henti cati on-reci pi ent - bi ndi ng, web-authentication-recipient-1lifecycle

Modes: gui ded, sem -guided, blind, retest

Limts: No real device, mmilbox, identity proofing or independent recovery assurance; no
browser execution

Task: apply BEST BCID to the stated boundary, docunent conparisons and check useful
retests within the supplied scope.
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Al t er nat e st andal one wor kbooks

Alternate collection paths and historical activities overlap the instruction; they are not
addi ti onal managed | abs.

Aut hent i cati on wor kbook

Local wor kbook exercise; observations are not subnmitted to your course notebook
Execut abl e isolated fixture

Limts: In-process Flask; factor delivery uses owner-controlled substitutes.

Preparation: read BEST BCID and this nodule’s | essons first. Local workbook exercises
require their own setup guide; a syllabus listing does not |aunch them

Earlier exercises —not available in the practice course

Alternate collection paths and historical activities overlap the instruction; they are not
addi ti onal managed | abs.

HTTP aut henti cati on conpari sons
Not available in the practice course.
Execut abl e isolated WA fixture

Limts: Conpare password/chall enge verification, renewal and |ogout; harness privately
supplies chall enges, no independent delivery channel or native browser.

Preparation: read BEST BCID and this nmodul e’s | essons, then state the expected policy
bef ore choosi ng supplied conparisons. Use only the fictional inputs described in the
exerci se instructions.

HTTP aut hentication | earner practice

Not available in the practice course.

Execut abl e i solated W@ fi xture

Limts: Historical controlled provider also underlies nanaged practice. Injected clock

nmeasur es chal | enge/ sessi on boundari es; harness supplies challenges. No new distinct |ab or
browser timng proof.
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Preparation: read BEST BCID and this nmodul e’ s | essons, then state the expected policy
bef ore choosi ng supplied conparisons. Use only the fictional inputs described in the
exerci se instructions.

Synbolic review activity

Alternate collection paths and historical activities overlap the instruction; they are not
addi ti onal managed | abs.

Synbol i ¢ authentication authority conpari sons

Earlier review activity; not available in the practice course.

Bounded st at e-machi ne sinulation

Limts: Supplied factor-acceptance bool ean and synmbolic authority only; no measured
password, OTP, cookies, concurrency or real account inmpact. Each subm ssion creates fresh
state; no enrollnent, progress, independent evidence, score or nastery persists. Alternate

path, not a new distinct |ab

Preparation: read BEST BCID, session authority and authentication |essons. This earlier
review activity has no | earner |aunch route.

Ver si oned wor kbook additi ons

Alternate collection paths and historical activities overlap the instruction; they are not
addi ti onal managed | abs.

Reci pi ent bi ndi ng conpari sons
St andal one formative collection only; not a managed | earner practice
I n-process recipient capability nodel with isolated W@ verification

Limts: In-process recipient capability simulation and WSG verification only; no
i ndependent device, mail box, browser, factor recovery, conpetence or rel ease validation

Preparati on: BEST BCID and HTTP aut hentication boundary instruction
10. Input interpretation

2 lessons; 2 nmanaged practices; controlled preview
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Lesson outconmes and practice

Qut cones

Trace raw query, intake, policy and consumer val ues.

Di stingui sh formspace fromliteral plus.

Retest denial and legitimte access with B-CI D evidence.

Di stingui sh JSON scal ar data from sel ector structure.

Apply trusted ownership scope al ongside type validation

Retest denial and legitimte function using B-ClD evidence.

Topi cs

Trace identifiers through decodi ng and authorization: Trace raw query, intake, policy and
consuner val ues; Distinguish formspace fromliteral plus; Retest denial and legitinate
access with B-CI D evi dence.

Keep sel ection data separate from query structure: Distinguish JSON scal ar data from

sel ector structure; Apply trusted ownership scope al ongside type validation; Retest denia
and legitimate function using B-Cl D evidence.

Practice inventory

Study Input interpretation through these original |essons and evidence objectives.

Recommended preparation: BEST BCID and the preceding topics in this outline; this is
gui dance, not an enrollnent restriction

Encodi ng boundary: evi dence and correction
Controlled practice in the separate practice course.
Execut abl e isolated fixture

Prerequisites: BEST BCID and this nodule's instruction; study gui dance, not an adm ssion
gate

Modes: gui ded, sem -guided, blind formative, retest
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Limts: Fixed Wo@ decodi ng conparisons; role headers are scaffolding, no real login

Task: apply BEST BCID to the stated boundary, docunent conparisons and check useful
retests within the supplied scope.

NoSQL sel ector: evidence and correction
Controlled practice in the separate practice course.
Si mul ati on

Prerequisites: BEST BCID and this nodule's instruction; study gui dance, not an adm ssion
gate

Modes: gui ded, sem -guided, blind formative, retest
Limts: Finite Python sel ector nodel; no native database.

Task: apply BEST BCID to the stated boundary, docunent conparisons and check useful
retests within the supplied scope.

Al t er nat e st andal one wor kbooks

Alternate collection paths and historical activities overlap the instruction; they are not
addi ti onal managed | abs.

Encodi ng wor kbook

Local wor kbook exercise; observations are not subnmitted to your course notebook
Execut abl e isolated fixture

Limts: ASCI|I query decoding only; no universal encoding or bypass validation

Preparation: read BEST BCID and this nmodule’s | essons first. Local workbook exercises
require their own setup guide; a syllabus listing does not |aunch them

Nosql wor kbook
Local wor kbook exercise; observations are not subnmitted to your course notebook
Si mul ati on

Limts: Fixed nodel ed queries; no database engi ne.
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Preparation: read BEST BCID and this nmodule’s | essons first. Local workbook exercises
require their own setup guide; a syllabus listing does not |aunch them

11. Trusted reconstruction

1 lesson; 1 managed practice; controlled preview

Lesson outcones and practice

Qut cones

Trace integrity, inert validation, reconstruction and authorization separately.

Di stingui sh nodel ed side effects fromnative execution evidence.

Ret est corrected denial and useful role access using B-ClD

Topi cs

Keep reconstructed state inside a trusted data contract: Trace integrity, inert

val i dation, reconstruction and authorization separately; Distinguish nodel ed side effects
fromnative execution evidence; Retest corrected denial and useful role access using
B-CI D.

Practice inventory

Study Trusted reconstruction through these original |essons and evi dence objectives.

Recommended preparation: BEST BCID and the preceding topics in this outline; this is
gui dance, not an enrollnent restriction

Reconstructi on boundary: evidence and correction
Controlled practice in the separate practice course.
Si mul ati on

Prerequisites: BEST BCID and this nodule's instruction; study gui dance, not an adm ssion
gate

Modes: gui ded, sem -guided, blind formative, retest

Limts: Inert reconstruction nodel and bool ean hook marker; no gadget or code execution
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Task: apply BEST BCID to the stated boundary, docunent conparisons and check useful
retests within the supplied scope.

Al t er nat e st andal one wor kbooks

Al ternate collection paths and historical activities overlap the instruction; they are not
addi ti onal managed | abs.

Deserial i zati on conpari son
Local wor kbook exercise; observations are not subnmitted to your course notebook
Si nul ati on

Limts: Paired inert reconstruction nodel; conbi ned correction does not isolate individua
control causality.

Preparation: read BEST BCID and this nodule’s | essons first. Local workbook exercises
require their own setup guide; a syllabus listing does not |aunch them

Deseri al i zati on wor kbook

Local wor kbook exercise; observations are not subnmitted to your course notebook
Si nul ati on

Limts: No native object |oader or executable serialized objects.

Preparation: read BEST BCID and this nmodule’s | essons first. Local workbook exercises
require their own setup guide; a syllabus listing does not |aunch them

12. Conti nui ng channel authority

1 lesson; 1 managed practice; controlled preview

Lesson outcones and practice

Qut cones

Separate origin adm ssion fromtrusted identity and object perm ssion
Conpar e exi sting-channel revocation and reconnect evidence.

Ret est useful role access and docunment nodel limts using B-ClD
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Topi cs

Check authority throughout a channel lifetine: Separate origin adm ssion fromtrusted
identity and object perm ssion; Conpare existing-channel revocation and reconnect
evi dence; Retest useful role access and docunment nodel limts using B-ClD

Practice inventory
Study Conti nui ng channel authority through these original |essons and evidence objectives.

Recommended preparation: BEST BCID and the preceding topics in this outline; this is
gui dance, not an enrollnent restriction

Conti nui ng channel authority: evidence and correction
Controlled practice in the separate practice course.
Si mul ati on

Prerequisites: BEST BCID and this nodule's instruction; study gui dance, not an adm ssion
gate

Modes: gui ded, sem -guided, blind formative, retest
Limts: Ofline channel -state nodel; no WebSocket transport or browser

Task: apply BEST BCID to the stated boundary, docunent conparisons and check useful
retests within the supplied scope.

Al t er nat e st andal one wor kbooks

Alternate collection paths and historical activities overlap the instruction; they are not
addi ti onal managed | abs.

Websocket wor kbook

Local wor kbook exercise; observations are not subnmitted to your course notebook
Si nul ati on

Limts: Fictional channel state machine; no native WbSocket transport.

Preparation: read BEST BCID and this nmodule’s | essons first. Local workbook exercises
require their own setup guide; a syllabus listing does not |aunch them
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13. G aphQ resol ver boundari es

1 lesson; 1 managed practice; controlled preview

Lesson outconmes and practice

Qut cones

Di stingui sh object permssion fromfield perm ssion using useful controls.

Trace authorization through aliases, nested paths and partial responses.

Conpare query adm ssion controls and docunent bounded B-Cl D evi dence.

Topi cs

Trace GraphQ. object, field and query boundaries: Distinguish object perm ssion fromfield
perm ssion using useful controls; Trace authorization through aliases, nested paths and
partial responses; Conpare query adm ssion controls and docunent bounded B-Cl D evi dence.
Practice inventory

Study GraphQL resol ver boundaries through these original |essons and evi dence objectives.

Recommended preparation: BEST BCID and the preceding topics in this outline; this is
gui dance, not an enrollnent restriction

G aphQ. resol ver boundaries: evidence and correction
Controlled practice in the separate practice course.
Si mul ati on

Prerequisites: BEST BCID and this nodule's instruction; study gui dance, not an adm ssion
gate

Modes: gui ded, sem -guided, blind formative, retest
Limts: Fixed authored resolver plans; no GaphQ text parser or external endpoint.

Task: apply BEST BCID to the stated boundary, docunent conparisons and check useful
retests within the supplied scope.
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Al t er nat e st andal one wor kbooks

Alternate collection paths and historical activities overlap the instruction; they are not

addi ti onal managed | abs.

Graphgl wor kbook

Local wor kbook exercise; observations are not subnmitted to your course notebook
Si mul ati on

Limts: Fixed resolver nodel; no native GraphQ. engine.

Preparation: read BEST BCID and this nodule’s | essons first. Local workbook exercises
require their own setup guide; a syllabus listing does not |aunch them

14. REST request and response boundaries

2 lessons; 1 managed practice; controlled preview

Lesson outconmes and practice

Qut cones

Conpare object read/wite policy with actual HTTP observations.

Di stingui sh protected-property assignment fromresponse disclosure.
Verify atomic rejection and preserved useful access with B-Cl D evidence.
Separate client-visible responses fromprivileged instrunentation
Explain atomic rejection, earlier failure and useful correction controls.
Produce bounded reproducible REST B-CID clains with explicit uncertainty.
Topi cs

Test REST object and property boundaries: Conpare object read/wite policy with actua

HTTP observations; Distinguish protected-property assignment from response di sclosure;
Verify atomic rejection and preserved useful access with B-Cl D evidence.
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Buil d a defensible REST correction claimledger: Separate client-visible responses from
privileged instrumentation; Explain atonic rejection, earlier failure and usefu
correction controls; Produce bounded reproduci ble REST B-CID clainms with explicit
uncertainty.

Practice inventory

Study REST request and response boundaries through these original |essons and evi dence
obj ecti ves.

Recommended preparation: BEST BCID and the preceding topics in this outline; this is
gui dance, not an enrollnent restriction

REST HTTP boundari es: evidence and correction
Controlled practice in the separate practice course.
Execut abl e i sol ated fixture

Prerequisites: BEST BCID and this nodule's instruction; study gui dance, not an adm ssion
gate

Modes: gui ded, sem -guided, blind formative, retest
Limts: Fixed in-process HITP requests and booki ng-state conparisons; no network |istener

Task: apply BEST BCID to the stated boundary, docunent conparisons and check useful
retests within the supplied scope.

Al t er nat e st andal one wor kbooks

Alternate collection paths and historical activities overlap the instruction; they are not
addi ti onal managed | abs.

Rest wor kbook

Local wor kbook exercise; observations are not subnmitted to your course notebook
Execut abl e isolated fixture

Limts: Fixed in-process HTTP/JSON, no production APl transport.

Preparation: read BEST BCID and this nmodule’s | essons first. Local workbook exercises
require their own setup guide; a syllabus listing does not |aunch them

Web syl labus 1.24.0 | Course preview | Page 33 of 53



15. LLMtool and data boundari es

1 lesson; 1 managed practice; controlled preview

Lesson outconmes and practice

Qut cones

Identify trusted identity separately fromretrieved instructi ons and proposed argunents.
Conpare object, field and tool policy with state and useful controls.

Docurent gat eway evi dence wi thout claimng actual npdel attack success.

Topi cs

Val i dat e proposed tools at the application boundary: ldentify trusted identity separately
fromretrieved instructions and proposed argunents; Conpare object, field and tool policy
with state and useful controls; Document gateway evidence w thout claimng actual node
attack success.

Practice inventory

Study LLMtool and data boundaries through these original |essons and evidence objectives.

Recomended preparation: BEST BCID and the preceding topics in this outline; this is
gui dance, not an enrollnent restriction

LLM tool boundaries: evidence and correction
Controll ed practice in the separate practice course.
Si mul ati on

Prerequisites: BEST BCI D and this nodul e’ s instruction; study gui dance, not an adm ssion
gate

Modes: gui ded, sem -guided, blind fornmative, retest

Limts: Fixed gateway and tool -authority nodel; no actual nodel, executable tool or paid
provi der.

Task: apply BEST BCID to the stated boundary, docunent conparisons and check useful
retests within the supplied scope.
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Al t er nat e st andal one wor kbooks

Alternate collection paths and historical activities overlap the instruction; they are not

addi ti onal managed | abs.

LI m wor kbook

Local wor kbook exercise; observations are not subnmitted to your course notebook
Si mul ati on

Limts: Fictional nodel/tool observations; no nodel provider or network calls.

Preparation: read BEST BCID and this nodule’s | essons first. Local workbook exercises
require their own setup guide; a syllabus listing does not |aunch them

16. Resol ved file contai nnment

1 lesson; 1 managed practice; controlled preview

Lesson outconmes and practice

Qut cones

Trace one decodi ng stage and resol ved directory ancestry.

Conpare parent, sibling-prefix and symink disclosures with useful controls.

Docurent bounded B-CI D observations and filesystemlinitations.

Topi cs

Trace decoded paths to resolved file containment: Trace one decodi ng stage and resol ved
directory ancestry; Conpare parent, sibling-prefix and synmink disclosures with usefu
controls; Document bounded B-CID observations and filesystemlimtations.

Practice inventory

Study Resolved file containnent through these original |essons and evidence objectives.

Recommended preparation: BEST BCID and the preceding topics in this outline; this is
gui dance, not an enrollnent restriction
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Resol ved file containment: evidence and correction
Controll ed practice in the separate practice course.
Execut abl e i solated fixture

Prerequisites: BEST BCI D and this nodule’s instruction; study gui dance, not an adm ssion
gate

Modes: gui ded, sem -guided, blind formative, retest

Limts: Disposable local file containment cases; no caller-selected path, race-resistant
openi ng or Wndows validation

Task: apply BEST BCID to the stated boundary, docunent conparisons and check useful
retests within the supplied scope.

Al t er nat e st andal one wor kbooks

Alternate collection paths and historical activities overlap the instruction; they are not
addi ti onal managed | abs.

Pat h wor kbook

Local wor kbook exercise; observations are not subnmitted to your course notebook
Execut abl e isolated fixture

Limts: Disposable filesystem no concurrent-link race or Wndows validation

Preparation: read BEST BCID and this nmodule’s | essons first. Local workbook exercises
require their own setup guide; a syllabus listing does not |aunch them

17. File upload storage and retrieval

1 lesson; 1 managed practice; controlled preview

Lesson outcones and practice

Qut cones

Di stinguish filenane and declared type from actual note bytes.

Conpar e storage destinations and owner versus peer retrieval.
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Docurent fresh B-CI D evidence with useful controls and delivery limtations.

Topi cs

Separate upl oad validation, storage and retrieval authority: Distinguish filenanme and
decl ared type fromactual note bytes; Conpare storage destinations and owner versus peer
retrieval; Docunent fresh B-CID evidence with useful controls and delivery limtations.

Practice inventory

Study File upload storage and retrieval through these original |essons and evi dence
obj ecti ves.

Recommended preparation: BEST BCID and the preceding topics in this outline; this is
gui dance, not an enrollnent restriction

Upl oad storage and retrieval: evidence and correction
Controll ed practice in the separate practice course.
Execut abl e isolated fixture

Prerequisites: BEST BCI D and this nodul e’ s instruction; study gui dance, not an adm ssion
gate

Modes: gui ded, sem -guided, blind fornmative, retest
Limts: Fixed local upload/storage/retrieval fixture; no |ive server or arbitrary upl oad.

Task: apply BEST BCID to the stated boundary, docunent conparisons and check useful
retests within the supplied scope.

Al t er nat e st andal one wor kbooks

Alternate collection paths and historical activities overlap the instruction; they are not
addi ti onal managed | abs.

Upl oad http
Local wor kbook exercise; observations are not subnmitted to your course notebook
Execut abl e isolated fixture

Limts: In-process nultipart requests; inert contents, no code execution
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Preparation: read BEST BCID and this nmodule’s | essons first. Local workbook exercises
require their own setup guide; a syllabus listing does not |aunch them

Upl oad wor kbook

Local wor kbook exercise; observations are not subnmitted to your course notebook
Execut abl e isolated fixture

Limts: Disposable fictional storage; inert contents, no server execution

Preparation: read BEST BCID and this nodule’s | essons first. Local workbook exercises
require their own setup guide; a syllabus listing does not |aunch them

18. Server-side destination boundaries

1 lesson; 1 managed practice; controlled preview

Lesson outconmes and practice

Qut cones

Identify the server fetch actor and separate reachability from perm ssion

Conpare direct and redirected destination policies using fresh evidence.

Wite a bounded B-CID finding with useful controls and uncertainty.

Topi cs

Fol | ow the server fetch across destination boundaries: ldentify the server fetch actor and
separate reachability from pernission; Conpare direct and redirected destination policies
using fresh evidence; Wite a bounded B-CID finding with useful controls and uncertainty.

Practice inventory

Study Server-side destination boundaries through these original |essons and evi dence
obj ecti ves.

Recomended preparation: BEST BCID and the preceding topics in this outline; this is
gui dance, not an enrollnent restriction
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Server-side destinations: evidence and correction
Controll ed practice in the separate practice course.
Si mul ati on

Prerequisites: BEST BCI D and this nodule’s instruction; study gui dance, not an adm ssion
gate

Modes: gui ded, sem -guided, blind formative, retest

Limts: Fixed destination-authority conparisons; no live destination, DNS or arbitrary
URL.

Task: apply BEST BCID to the stated boundary, docunent conparisons and check useful
retests within the supplied scope.

Al t er nat e st andal one wor kbooks

Alternate collection paths and historical activities overlap the instruction; they are not
addi ti onal managed | abs.

Ssrf http
Local wor kbook exercise; observations are not subnmitted to your course notebook
Executabl e fixture with sinul ated conponents

Limts: WG requests execute agai nst nodel ed destination graph; no real DNS or renote
reachability.

Preparation: read BEST BCID and this nodule’s | essons first. Local workbook exercises
require their own setup guide; a syllabus listing does not |aunch them

Ssrf wor kbook

Local wor kbook exercise; observations are not subnmitted to your course notebook
Si nul ati on

Limts: Fixed destination graph; no sockets or real DNS

Preparation: read BEST BCID and this nmodule’s | essons first. Local workbook exercises
require their own setup guide; a syllabus listing does not |aunch them
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19. XML parser entity boundaries

1 lesson; 1 managed practice; controlled preview

Lesson outconmes and practice

Qut cones

Di stingui sh escaped text, internal replacenent and external resolution

Separate policy denial, malforned XM. and unavail abl e resources using paired evidence.
Docurent fresh B-CID retests, useful controls, conpatibility and Iimts.

Topi cs

Trace XM entity resolution and preserve useful parsing: Distinguish escaped text,

i nternal replacenment and external resolution; Separate policy denial, nalformed XM. and
unavai l abl e resources using paired evidence; Docunent fresh B-CID retests, useful
controls, conpatibility and Iimts.

Practice inventory

Study XM. parser entity boundaries through these original |essons and evidence objectives.

Recomended preparation: BEST BCID and the preceding topics in this outline; this is
gui dance, not an enrollnent restriction

XM entities: evidence and correction
Controll ed practice in the separate practice course.
Execut abl e i solated fixture

Prerequisites: BEST BCI D and this nodul e’ s instruction; study gui dance, not an adm ssion
gate

Modes: gui ded, sem -guided, blind fornmative, retest

Limts: Real Expat parsing with nmenory-only fictional resolver; no real file/network
resol ution.

Task: apply BEST BCID to the stated boundary, docunent conparisons and check useful
retests within the supplied scope.
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Al t er nat e st andal one wor kbooks

Alternate collection paths and historical activities overlap the instruction; they are not

addi ti onal managed | abs.

Xxe http

Local wor kbook exercise; observations are not subnmitted to your course notebook
Execut abl e isolated fixture

Limts: Listener-free HTTP/ XM. receipts; no arbitrary XM. or external resources.

Preparation: read BEST BCID and this nodule’s | essons first. Local workbook exercises
require their own setup guide; a syllabus listing does not |aunch them

Xxe wor kbook

Local wor kbook exercise; observations are not subnmitted to your course notebook
Execut abl e isolated fixture

Limts: Fixed owned parser fixtures; no arbitrary XML or external resource target.

Preparation: read BEST BCID and this nmodule’s | essons first. Local workbook exercises
require their own setup guide; a syllabus listing does not |aunch them

20. JWI trust and application clains

1 lesson; 1 managed practice; controlled preview

Lesson outcones and practice

Qut cones

Di stingui sh decodi ng, MAC validation and application claimrules.
Apply resource ownership after token validation

Docurment and retest fixed JW conparisons with B-Cl D
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Topi cs

Verify token origin, clainms and notebook perm ssion: Distinguish decoding, MAC validation
and application claimrules; Apply resource ownership after token validation; Docunent and
retest fixed JWI conparisons with B-ClD

Practice inventory

Study JWI trust and application clains through these original |essons and evidence
obj ecti ves.

Recomended preparation: BEST BCID and the preceding topics in this outline; this is
gui dance, not an enrollnent restriction

JWI trust: evidence and correction
Controll ed practice in the separate practice course.
Execut abl e isolated fixture

Prerequisites: BEST BCI D and this nodul e’ s instruction; study guidance, not an adm ssion
gate

Modes: gui ded, sem -guided, blind formative, retest
Limts: Fixed offline signed-token conparisons; no production identity or caller key.

Task: apply BEST BCID to the stated boundary, docunent conparisons and check useful
retests within the supplied scope.

Al t er nat e st andal one wor kbooks

Alternate collection paths and historical activities overlap the instruction; they are not
addi ti onal managed | abs.

Jwt wor kbook
Local wor kbook exercise; observations are not subnmitted to your course notebook
Execut abl e isolated fixture

Limts: Fixed fictional tokens/clainms; no external identity provider or arbitrary-token
t ool
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Preparation: read BEST BCID and this nmodule’s | essons first. Local workbook exercises
require their own setup guide; a syllabus listing does not |aunch them

21. QAuth and Openl D Connect transaction boundaries

1 lesson; 1 managed practice; controlled preview

Lesson outcones and practice

Qut cones

Di stingui sh QAuth exchange, O DC identity and resource authorization

Test state, S256, redirect, client, reuse and identity-context boundaries with fixed
receipts.

Docurrent control |l ed conparisons and useful retests using B-CID

Topi cs

Trace code exchange, identity and notebook perm ssion: Distinguish QAuth exchange, O DC
identity and resource authorization; Test state, S256, redirect, client, reuse and
identity-context boundaries with fixed receipts; Docunment controlled conparisons and
useful retests using B-ClD

Practice inventory

Study QAuth and Openl D Connect transacti on boundaries through these original |essons and
evi dence obj ecti ves.

Recommended preparation: BEST BCID and the preceding topics in this outline; this is
gui dance, not an enrollnent restriction

QAut h/ O DC transacti on evi dence and correction
Controlled practice in the separate practice course.
Execut abl e i solated fixture

Prerequisites: BEST BCID and this nodule's instruction; study gui dance, not an adm ssion
gate

Modes: gui ded, sem -guided, blind formative, retest
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Limts: Ofline fixed Wo@ transactions and cryptographi c checks; no external identity
provi der/ browser/ TLS.

Task: apply BEST BCID to the stated boundary, docunent conparisons and check useful
retests within the supplied scope.

Al t er nat e st andal one wor kbooks

Alternate collection paths and historical activities overlap the instruction; they are not
addi ti onal managed | abs.

Caut h wor kbook

Local wor kbook exercise; observations are not subnmitted to your course notebook

Execut abl e i sol ated fixture

Limts: Ofline transactions; no live authorization server, browser redirect or externa
identity account.

Preparation: read BEST BCID and this nmodule’s | essons first. Local workbook exercises
require their own setup guide; a syllabus listing does not |aunch them

22. TLS and HTTPS assessnent basics

7 |l essons; 8 nmamnaged practices; controlled preview

Lesson outcones and practice

CQut cones

Di stinguish trust, reference identity, negotiation and application policy.

Col | ect actual isolated TLS observations with useful and forbidden controls.

Docunent bounded TLS B-Cl D concl usi ons and unneasured HTTPS behavi or.

Trace client, edge and backend transport as separate boundaries.

Conpare actual m ddl eware behavior with explicitly supplied topol ogy.

Ret est schene- header trust while preserving useful access.

Di stingui sh server redirects from browser transport policy.
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Identify first-visit, cached-policy and resource evi dence gaps.

Wite bounded BCID findings with useful and forbidden retests.

Conpare explicit local CRL verification with unchecked acceptance.

Separate expiry, name m smatch, mssing CRL and observed revocation

Docurent bounded BCI D findings with an unrevoked positive control

Conpare signed CRL date wi ndows at one fixed verification instant.

Di stinguish stale, future, revoked and unchecked evi dence.

Docurent a bounded BCID finding with an accepted unrevoked control

Conpare fixed offline signed OCSP responses for the sane certificate.

Separate verified good, revoked, unknown and unverified good text.

Docurrent bounded BCI D evi dence with honest client-policy limts.

Conpare issuer and del egated signer authority using fixed offline evidence.

Separ at e signer purpose, response signature and reported certificate status.

Docurent same-run BCI D conparisons and Iimts without browser-policy clains.

Topi cs

Assess TLS trust, names and negotiated protocols: Distinguish trust, reference identity,
negoti ati on and application policy; Collect actual isolated TLS observations with usefu
and forbidden controls; Document bounded TLS B-Cl D concl usions and unnmeasured HTTPS
behavi or.

Trace HITPS termi nati on and forwarded schene trust: Trace client, edge and backend
transport as separate boundaries; Conpare actual middl eware behavior with explicitly
suppl i ed topol ogy; Retest schene-header trust while preserving useful access.

Separate redirects, HSTS and m xed-content evidence: Distinguish server redirects from

browser transport policy; ldentify first-visit, cached-policy and resource evi dence gaps;
Wite bounded BCID findings with useful and forbidden retests.
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Di stingui sh revocation fromm ssing issuer evidence: Conpare explicit local CRL
verification with unchecked acceptance; Separate expiry, nanme msmatch, mnissing CRL and
observed revocation; Docunent bounded BCID findings with an unrevoked positive control
Check whet her signed revocation evidence is usable now Conpare signed CRL date wi ndows at
one fixed verification instant; Distinguish stale, future, revoked and unchecked evi dence;
Docurrent a bounded BCID finding with an accepted unrevoked control

Separate OCSP response verification fromcertificate status: Conpare fixed offline signed
OCSP responses for the sane certificate; Separate verified good, revoked, unknown and
unverified good text; Docunent bounded BCI D evidence with honest client-policy limts.
Check who may sign a certificate status response: Compare issuer and del egated signer
authority using fixed offline evidence; Separate signer purpose, response signature and
reported certificate status; Document same-run BCID conparisons and limts without
browser - policy clains.

Practice inventory

Study TLS and HTTPS assessnent basics through these original |essons and evi dence
obj ecti ves.

Recommended preparation: BEST BCID and the preceding topics in this outline; this is
gui dance, not an enrollnent restriction

TLS trust, nanme and protocol evidence
Controlled practice in the separate practice course.
Execut abl e isolated fixture

Prerequisites: BEST BCID and this nodule's instruction; study gui dance, not an adm ssion
gate

Modes: gui ded, sem -guided, blind formative, retest

Limts: Socket-free TLS trust/name/protocol conparisons; tenmporary fixture keys, no public
CA or production transport.

Task: apply BEST BCID to the stated boundary, docunent conparisons and check useful
retests within the supplied scope.
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TLS expiry and renewal evidence
Controll ed practice in the separate practice course.
Execut abl e isolated fixture

Prerequisites: BEST BCI D and this nodule’s instruction; study gui dance, not an adm ssion
gate

Modes: gui ded, sem -guided, blind formative, retest
Limts: Socket-free certificate expiry/renewal conparisons; fixed fixture scope.

Task: apply BEST BCID to the stated boundary, docunent conparisons and check useful
retests within the supplied scope.

HTTPS term nati on and forwarded schenme evi dence
Controll ed practice in the separate practice course.
Execut abl e isolated fixture

Prerequisites: BEST BCI D and this nodul e’ s instruction; study gui dance, not an adm ssion
gate

Modes: gui ded, sem -guided, blind fornmative, retest

Limts: Real in-process Werkzeug m ddl eware; supplied transport context, no actua
edge/ TLS/ br owser .

Task: apply BEST BCID to the stated boundary, docunent conparisons and check useful
retests within the supplied scope.

Suppl i ed browser-policy evidence |edger
Controlled practice in the separate practice course.
Suppl i ed records

Prerequisites: BEST BCID and this nodule's instruction; study gui dance, not an adm ssion
gate

Modes: gui ded, sem -guided, blind formative, retest
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Limts: Eight authored browser-policy records; no browser/transport execution, tinestanps
mar k packet copies.

Task: apply BEST BCID to the stated boundary, docunent conparisons and check useful
retests within the supplied scope.

Certificate revocation evidence
Controll ed practice in the separate practice course.
Execut abl e i solated fixture

Prerequisites: BEST BCI D and this nodul e’ s instruction; study gui dance, not an adm ssion
gate

Modes: gui ded, sem -guided, blind formative, retest
Limts: Socket-free certificate/CRL conparisons; no |ive revocation service.

Task: apply BEST BCID to the stated boundary, docunent conparisons and check useful
retests within the supplied scope.

CRL freshness evidence
Controll ed practice in the separate practice course.
Execut abl e i solated fixture

Prerequisites: BEST BCI D and this nodul e’ s instruction; study gui dance, not an adm ssion
gate

Modes: gui ded, sem -guided, blind fornmative, retest
Limts: Socket-free CRL freshness conparisons; fixed fixture scope.

Task: apply BEST BCID to the stated boundary, docunent conparisons and check useful
retests within the supplied scope.

O fline OCSP response evi dence
Controlled practice in the separate practice course.

Execut abl e i sol ated fixture
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Prerequisites: BEST BCI D and this nodule’s instruction; study gui dance, not an adm ssion
gate

Modes: gui ded, sem -guided, blind fornmative, retest

Limts: Ofline fixed signed OCSP response conparisons; no live
responder/ browser/ stapling.

Task: apply BEST BCID to the stated boundary, docunent conparisons and check useful
retests within the supplied scope.

O fline OCSP signer authority evidence
Control |l ed practice; saved observation records cannot be overwitten.
Execut abl e i solated offline OpenSSL fixture

Prerequisites: BEST BCID and this nodule's instruction; study gui dance, not an adm ssion
gate

Modes: gui ded, sem -guided, blind formative, retest
Limts: Four fixed offline issuer/del egate comparisons. Separates signer authority,
signature verification and reported status. No network target, freshness/nonce/stapling,

del egate revocati on or browser enforcenent; BCID receipts are formati ve and ungr aded.

Task: apply BEST BCID to the stated boundary, docunent conparisons and check useful
retests within the supplied scope.

Al t er nat e st andal one wor kbooks

Alternate collection paths and historical activities overlap the instruction; they are not
addi ti onal managed | abs.

H t ps proxy

Local wor kbook exercise; observations are not subnmitted to your course notebook
Execut abl e isolated fixture

Limts: Fixed in-process scheme conparisons; no live proxy or network transport.

Preparation: read BEST BCID and this nmodule’s | essons first. Local workbook exercises
require their own setup guide; a syllabus listing does not |aunch them
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Tl's crl freshness

Local wor kbook exercise; observations are not subnmitted to your course notebook
Execut abl e isolated fixture

Limts: Ofline QpenSSL checks; no live distribution or actual client policy.

Preparation: read BEST BCID and this nmodule’s | essons first. Local workbook exercises
require their own setup guide; a syllabus listing does not |aunch them

Tl's ocsp

Local wor kbook exercise; observations are not subnmitted to your course notebook
Execut abl e isolated fixture

Limts: Ofline signed responses; no |live responder or actual client policy.

Preparation: read BEST BCID and this nodule’s | essons first. Local workbook exercises
require their own setup guide; a syllabus listing does not |aunch them

Tl's renewal

Local wor kbook exercise; observations are not subnmitted to your course notebook
Execut abl e isolated fixture

Limts: Ofline certificate conparisons; no deployed renewal autonation

Preparation: read BEST BCID and this nmodule’s | essons first. Local workbook exercises
require their own setup guide; a syllabus listing does not |aunch them

Tl's revocation

Local wor kbook exercise; observations are not subnmitted to your course notebook
Execut abl e isolated fixture

Limts: Ofline CRL checks; no |ive publication or client enforcenent.

Preparation: read BEST BCID and this nodule’s | essons first. Local workbook exercises
require their own setup guide; a syllabus listing does not |aunch them
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Tl s wor kbook

Local wor kbook exercise; observations are not subnmitted to your course notebook
Execut abl e isolated fixture

Limts: Ofline certificate checks; no socket handshake or production trust store

Preparation: read BEST BCID and this nmodule’s | essons first. Local workbook exercises
require their own setup guide; a syllabus listing does not |aunch them

Fi xed browser exercises

Alternate collection paths and historical activities overlap the instruction; they are not
addi ti onal managed | abs.

HTTPS resource-policy conparisons
Separate | ocal exercise; observations are not saved to your course notebook
Fi xed original browser fixture / optional native harness

Limts: Five intercepted resource cases; simulated transport, no TLS handshake,
certificate or HSTS proof. Testing on a real browser and host is not included.

Preparation: read BEST BCID and this nodule’s | essons first. Local workbook exercises
require their own setup guide; a syllabus listing does not |aunch them

Ver si oned wor kbook addi ti ons

Alternate collection paths and historical activities overlap the instruction; they are not
addi ti onal managed | abs.

Who nmay sign a certificate status response?

Local wor kbook exercise; observations are not subnmitted to your course notebook
Execut abl e isolated fixture

Limts: Four fixed offline OpenSSL issuer/del egate/signature conparisons; no live

responder, browser, stapling, freshness or del egate revocation. Requires BCID, certificate
identity/trust, CRL and OCSP. Not an enrolled receipt or independent assessnent.
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Preparation: read BEST BCID and this nmodule’s | essons first. Local workbook exercises
require their own setup guide; a syllabus listing does not |aunch them

23. Integrated engagenent and evi dence reporting
1 lesson; 1 managed practice; controlled preview

Lesson outcones and practice

Qut cones

Pl an a bounded two-boundary engagenent and separate supplied observations from/| earner
concl usi ons.

Wite reproducible findings, perm ssion-check mitigations and useful retests with explicit
uncertainty.

Topi cs

From pai red observations to a useful engagenent report: Plan a bounded two-boundary
engagenment and separate supplied observations from | earner conclusions; Wite reproducible
findings, perm ssion-check nitigations and useful retests with explicit uncertainty.
Practice inventory

| nt egrat ed engagenent: fictional reading and invoice boundaries

Control |l ed practice; saved observation records cannot be overwitten and are not graded.

Execut abl e i sol ated i n-process HITP readi ng and i nvoi ce engagenent

Prerequi sites: web-best-bcid-nmethod, web-access-policy, web-idor-conparison,
web-r ol e-and-functi on, web-access-report-retest

Modes: gui ded, sem -guided, blind, retest

Limts: Supplied identities and corrections; separate contexts, not atomic; no browser or
producti on assurance

Task: apply BEST BCID to the stated boundary, docunent conparisons and check useful
retests within the supplied scope.
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| ndependent assessnent rehearsal: dispatch perm ssion investigation

Ungr aded assessnent rehearsal. People have not yet checked whet her the assessment measures
skills consistently.

Di stinct executed di spatch authorization, BCID and reporting sanple. Not an independent
exam of every topic.

Pl an your conparisons, execute the fictional workbench, cite saved observation identifiers
and subnit one original report. No correctness feedback or automatic retake. Naned

revi ewers assess submtted evidence separately, preserve di sagreenent and give actionable
f eedback. Assessnent consistency and validati on have not been established. This rehearsa
does not award nmastery or certification

Use the Iinked HTML syl |l abus for structured headi ngs and nodul e navi gati on. The

downl oadabl e PDF contai ns the sane course information and has no screen-reader docunent
tags or interactive links. Full accessibility and | earner testing are still pending.
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